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Driving Adoption by Design 
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Building Adoption: What 
Clinicians Tell UsClinicians Tell Us

• Clinically Relevant Data
Accurate
Reliable
Timely
Meaningful
Credible evidence based (nationally vetted guidelines)Credible, evidence based (nationally vetted guidelines)

• Rapidly Comprehended Information
Clear
ConciseConcise

• Tools That Do Not Degrade (Ideally Enhance) Workflow
Naturally integrates with practice processes
Accelerates typical tasks within a patient encounteryp p

• Applications That Are Context Sensitive
Patient centered
Practice centered
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What Does It Take to Make a Usable 
System?System?

• Robust Repository of Timely Data – A Merge of:
Administrative data (ubiquitous, “standardized” and non-siloed)
“Sparse” clinical data sets

• Analytics Engine – Business Intelligence Applied to Health Care
Library of nationally recognized, rules based algorithms
Sensitive to EBM compliance in both patient and population contexts

• System Generated Alerts (Use Sparingly)
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What Does It Take to Make a Usable 
System? (con’t)System? (con’t)

• Rationally Summarized Data
Analyze large volumes of data to return immediately actionable information

Enhance evaluative efficiencyEnhance evaluative efficiency

• Electronic Forms and Registries
Guide data input and rendering based on patient condition context

Helps to assure the EBM collection and recording of condition specific dataHelps to assure the EBM collection and  recording of condition specific data

• Electronic Order Sets: Assure EBM Process Events and Therapies
• Pertinent and Constantly Updated Knowledge Base and Resources
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Summary Screen: Critical Information
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Drill Down: More Detail as Desired
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Shared Health ePrescribe®
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Must Have Capability: EPSDT
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2007 Case Study Results 00 Case Study esu ts

Child W ll E i ti 10 3% i i i• Child Wellness Examination - 10.3% increase in services 
(‘06 vs. ‘07)

• Emergency Department 40% fewer services per visit and• Emergency Department - 40% fewer services per visit and  
21% lower cost per visit

• Electronic Prescribing – 16% shift toward genericsElectronic Prescribing 16% shift toward generics

• Electronic Prescribing - $8 less per script
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Opt In vs Opt Out
Enrollee Notification
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Opt In vs Opt Out 
Other Considerations

State Law – Tennessee
• Tennessee law does not require an Opt In vs Opt Out preference

Federal Law – HIPAA, SAMHSA, GLBA, Medicaid regulations, , , g
– CHR purpose falls within definition of Treatment, Payment and Healthcare 

Operations (TPO)
– HIPAA does not require an Opt Out per se, but does require right to request 

restriction of access & notification for material change in privacy practices
– SAMHSA – Sensitive code data
– GLBA – Commercial applications, but does not apply to State Medicaid Plans 
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Opt In vs Opt Out 
Other Considerations

Notice of use for TPO required by HIPAA (45 CFR 164.520)
– Notice of Privacy Practices
– Separate noticeSeparate notice 

Timing
– Advance notice to allow patient to opt out before the go live date
• Mail date 30 days prior to go live• Mail date 30 days prior to go live
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Developing Notificationse e op g ot cat o s
Development Time Frame – 6 months
Collectively determine languagey g g
– Notice – “plain language” requirement, i.e., 6th grade reading level
– Opt Out Form

Approval/Denial Letters– Approval/Denial Letters
Print Notice 
– Total population

Mail Notice
– Membership extract for mailing labels (not to contain SSN/ID)

30 day waiting periody g p
Process Opt Outs
Go Live Date
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TennCare Opt Out Notice
http://state.tn.us/tenncare/forms/tn246sh.pdf

e Ca e Opt Out ot ce

TennCare Opt Out NoticeTennCare Opt Out Notice

Page  -15 -



TennCare Notice of Privacy Practicesy
http://state.tn.us/tenncare/forms/notice.pdf
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Opt Out MethodologyOpt Out et odo ogy
Enrollees information contained in CHR

System Restriction Prohibits User Access to Opted Out RecordSystem Restriction Prohibits User Access to Opted Out Record
Opted Out record is identified with a locked symbol
User cannot open selected record

Prevents user from adding an opted out patient through the 
Add Patient feature

Complete record is available should the enrollee opt back in

Complete record would be available IF “break the glass” capability allowed 
access to an opted out record in the event of an emergency
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Opt Out Process
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Privacy & Security
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Slide 19

A1 Administrative, Physical and Technical safeguards are contained in the security rule.  I'd like to do a short slide on the Privacy Rule as 
well and/or just lay out "administrative simplification" reg.  What do  you think? 
Author, 9/12/2008



Privacy Ruley

– Business Associate Agreements
Minimum necessary standard– Minimum necessary standard

– Privacy officer/contact person
P i li i– Privacy policies http://state.tn.us/tenncare/leg-policies.html

– Sanctions http://tennessee.gov/tenncare/forms/hip06004.pdf

T i i– Training
– Administrative, Physical, and Technical 

S f d (S i R l )Safeguards (Security Rule)
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Information Security - Core Conceptso at o Secu ty Co e Co cepts

• Overall goal: to safeguard the confidentiality, integrity 
and availability of information and systems
– Confidentiality – ensuring that information and 

processing capability are protected from unauthorizedprocessing capability are protected from unauthorized 
disclosure or use

– Integrity – ensuring that information held on information g y g
systems is not subject to malicious or accidental alteration 
and that system processes function correctly and reliably

A il bilit i th t i f ti t i l di– Availability – ensuring that information systems, including 
stored information and processing capability, are always 
available to authorized users when needed
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Information Security - Core Conceptsy
• The five cornerstones of information security

Security Polices and Procedures establishing– Security Polices and Procedures – establishing, 
implementing and maintaining internal policies, 
procedures, practices, guidelines and standards

– Security Architecture – establishing, implementing and 
maintaining technical and system applications, hardware 
and related technologies to support the secure collectionand related technologies to support the secure collection, 
storage, use and disclosure of information

– Assessment and Audit – establishing mechanisms to g
ensure that security risks are assessed and identified, 
appropriate protections are in place
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Information Security - Core Conceptso at o Secu ty Co e Co cepts
• The five cornerstones of information security (cont.)

– Accountability and Oversight – establishing and 

assigning security responsibilities and monitoring 

compliance with security policies and procedurescompliance with security policies and procedures

– Training and Awareness – ensuring that staff are aware 

of the importance of security and empowering staff withof the importance of security and empowering staff with 

skills needed to conduct their work

Page  -23 -



System Security Challenges

Integrating security protocols with physician workflow

Minimum Necessary Standards (Traditional vs Non-Traditional 
Staffing)g)

Audits

Penetration Testing/Annual Assessments
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Administrative Safeguards
Security Management

System Activity Review – User Activity Reports Available
Risk AssessmentsRisk Assessments

Provider User Agreement
User Agreement Reminder (every 7 days)

A di iAuditing 
Auditing triggers (i.e. geographic, specialty, high user volume, and high 
patient volume)
Patient Provider Relationship declarationsPatient Provider Relationship declarations

Information Access Management
Two tiered authentication process
Role based access

Business Continuity Plan
Incident Response Team
On-site training and Support
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Physical Safeguards
Business Center

Facility access controls include picture ID 
Visitor log

y g

g
Network & computing facilities require picture ID as well as biometric scans

Data Center
Hosted by IBM
Facility access controls include biometric devices
Data backups maintained in offsite storage facility in locked containers

Security Controls at Business and Data Centers
Managed Security Services – Provides 24x7 monitoring of all security events across 
the enterprise (final vendor selection now, will be implemented within 60 days)
Network Intrusion Detection – Network monitoring for suspicious traffic
Network Intrusion Prevention Inline inspection system that blocks network attacksNetwork Intrusion Prevention – Inline inspection system that blocks network attacks
Host Intrusion Detection – Security software on each server that blocks and alerts 
upon intrusions
Vulnerability Assessments – Monthly baseline checks on servers and weekly 

t k i t id tif fi ti hnetwork scanning to identify configuration changes
Logging and Alerting– All network and system logs are maintained for 7 years



Technical Safeguards
Access Controls

Two-tiered registration and authentication process
Role based access (varying access to PHI depending on job functions)
New users defaulted to lowest level of access (clerical)
User IDs without documented CHR activity deactivated 
Limited number of possible matches per search (5)
SSN kiSSN masking
Automatic log off after inactivity
128 bit encryption
Patient Provider Relationship determined prior to granting access to patient chartPatient Provider Relationship determined prior to granting access to patient chart

Sensitive Codes Restricted
AIDS/HIV
Alcohol & Drug relatedAlcohol & Drug related
Family Planning (Under 21 years of age)
Genetic Testing
STDs treated by Health Departmenty p

Member “Opt Out” Available
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User Registration

Clinician Registration – NPI based authentication

Step 1 Enter Yo r National Pro ider Identifier (NPI)Step 1: Enter Your National Provider Identifier (NPI)

If support staff, enter the NPI of your supervising clinician

Step 2: Complete Your Account Information 

Step 3: Accept the Terms and Conditions of UseStep 3: Accept the Terms and Conditions of Use 

Step 4: NPI Associations

Each NPI (facility or provider) will have a designated Entity 
Authority (EA).  The EA will be responsible for managing and 
authorizing access for all of the users of the Shared Health 
application for that NPIapplication for that NPI.  
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User Registration

Entity Authority (EA) 

EA must have the PIN which is mailed to the address on file in theEA must have the PIN which is mailed to the address on file in the 
NPI database

EA must execute an Entity Authority Agreement

EA will determine whether the NPI is authorized to “add patients” to 
the system for ePrescribing purposes

EA will approve appropriate level of user access

User must request access to an NPI on registration

User Management Tool allows EA to approve and/or remove a users 
association to their NPI
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User Registration

User Approved by EA
User only has access to patient demographics

Finalize User Access

Role Based Access
Clinical Outreach Team Onsite
EA approves role assignments

Role Upgrade CompleteRole Upgrade Complete 
Details on Roles to Follow

User begins accessing CHR
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Primary Roles A clinical user is required to have one and only one of the following
Role Based Access

Primary Roles  A clinical user is required to have one and only one of the following 
roles:

Physician, Non-Physician Practitioner, Clinical Staff
• Access to all CHR data (which includes claims and clinical data, lab data, 

di ti i i ti ll i it l i di id l l ti d i t i )medications, immunizations, allergies, vitals, individual analytics and registries)
•Can update encounter data and clinical data

Pharmacist
•Access to all CHR data, except for individual analytics 
C d t l di ti ll i d ti t/ ti li t i th CHR•Can update only medications, allergies and patient/practice lists in the CHR

Medical Records
•Access to all CHR data, except for individual analytics 
•Can update only patient/practice lists in the CHR

Medical View Only
•Access to the same information as Medical Records, but not permitted to update 
any part of the CHR

Non-Clinical Staff
•Access only to patient demographics, patient lists and benefit limits
•Can update only patient/practice lists in the CHR

Director 
•No access to the CHRNo access to the CHR
•Read-only access to Shared Health analysis tools
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S d R l A li i l h f th ti l l
Role Based Access

Secondary Roles: A clinical user can have one or more of these optional roles:
Prescribing Roles:

Prescribe: Can write scripts without supervision under their own DEA number. 
Restricted to those with a Physician primary role.

Unsupervised PA (Physician’s Assistant): Can write scripts without supervision 
under a supervising physician’s DEA number.  The PA’s name will appear on the 
script.

Unsupervised PA: Can write scripts without supervision under a supervising 
physician’s DEA number.  The physician’s name will appear on the script along with 
the PA’s name.

Prescribe on Behalf Of: Can write scripts without supervision under a physician’s 
name and DEA number, but cannot resolve DUR issues if they occur.

Patient Prep: Can view and prep patients for scripts.
Add A Patient

Can add patients to the CHR that are not currently in the Shared Health member 
base

Practice View:
Can see practice-wide lists, reports and analytics

Entity Authority:
Oversees the use of Shared Health at a practice and grants access to users at their p g
practice
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Employing BI to Drive Adoption withEmploying BI to Drive Adoption with 
Clinical Decision Support (CDS)
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BI Rationally Summarizing Data: 
Automated Problem ListAutomated Problem List
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BI Providing EBM Guidance: 
Care OpportunitiesCare Opportunities
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Managing an Encounter with Condition 
Tracker™Tracker™ (In Development)
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Managing a Population with Clinical 
Insight™ (In Development)Insight™ (In Development)
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Clinical Insight™
(In Development)(In Development)

Page  -38 -



The Key Goal: Engaging the Doctor - Patient 
Relationship in Active Disease ManagementRelationship in Active Disease Management
HEALTH PLAN DISEASE / CARE MANAGEMENT NURSE

CLINICAL REPOSITORY
(WITH ANALYTICS ENGINE)(WITH ANALYTICS ENGINE)

• Core Clinical Data
• Problem Lists

• Evidence-Based Medicine Order Sets
• Patient and Population Analysisat e t a d opu at o a ys s

• End-User Tools

The “Active” Disease Management Model

PHYSICIAN
(with or without EHR)

PATIENT
Patient Portal:
• DM
• Personal Health 

Record (PHR)

Physician Portal:
• DM
• EHR
• CDS

The Active  Disease Management Model

WEB BASED TOOLS

• Transparency• Registries
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Questions
Brent Antony, Chief Information Officer
Brent.Antony@state.tn.us
(615) 507-6339( )

Regina V. Shepherd, Esq., Assistant General Counsel & 
Privacy Officer

R i Sh h d@ t t tRegina.Shepherd@state.tn.us
(615) 507-6855

Bruce H. Taffel, MD, Chief  Medical Officer
Bruce.Taffel@sharedhealth.com
(423) 535-2907(423) 535 2907

Jennifer Adams, JD, Compliance Privacy & Security Officer
Jennifer.Adams@sharedhealth.com
(423) 535 2998(423) 535-2998
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