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Building Adoption: What
Clinicians Tell Us

e Clinically Relevant Data
Accurate
Reliable

Timely
Meaningful

Credible, evidence based (nationally vetted guidelines)
e Rapidly Comprehended Information

Clear
Concise

 Tools That Do Not Degrade (Ideally Enhance) Workflow
Naturally integrates with practice processes
Accelerates typical tasks within a patient encounter

« Applications That Are Context Sensitive
Patient centered

Practice centered

ShoredHealth @ TENNCARE
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What Does It Take to Make a Usable

System?

 Robust Repository of Timely Data — A Merge of:
Administrative data (ubiquitous, “standardized” and non-siloed)

“Sparse” clinical data sets

* Analytics Engine — Business Intelligence Applied to Health Care
Library of nationally recognized, rules based algorithms
Sensitive to EBM compliance in both patient and population contexts

« System Generated Alerts (Use Sparingly)

SharedHealth &) TENNCARE
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What Does It Take to Make a Usable

System? (con’t)

Rationally Summarized Data
Analyze large volumes of data to return immediately actionable information

Enhance evaluative efficiency

Electronic Forms and Registries
Guide data input and rendering based on patient condition context

Helps to assure the EBM collection and recording of condition specific data

Electronic Order Sets: Assure EBM Process Events and Therapies

Pertinent and Constantly Updated Knowledge Base and Resources

SharedHealth &) TENNCARE
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Summary Screen: Critical Information

__’,.v' 3= | % 999586583 DOE John mizs years 02/1801870 13:34 4/8
@i‘b?u%? ¥ | Showing all documents 5 O=| View By Date |)’J Look For [ Status | Al |VJ M
elp T
arl Patient Demographics 3 PCP Information o ]
L i hi f i B3
m [[2) Mark all documents as read
Patient Search |pate + | Title Author DOB: 03/19/1970 PCP Hame: Washington, George
e} 4 Patient Summary Age: 38 years PCP Phone: 423-999-1001
Patuenmt Search |4 Configurable Patient Summary Gender: M PCP Address: 1001 Morth St Anytown TH 37333
R “2a Print Patient Summary S5N: 111008900
Secure '@ =Prescribe Home Phone: 423-222-3333
Messaging &L, Medications Address: 123 Main St Anytown TH 37413
My Account |, Procedures Member ID: DEMOE98100
PatientLlist | T Diagnoses
Information Laboratory
ie::::;s ‘f@;:‘:'zamns Problem List B Care Opportunities B
I:::g;ﬁ?: @ Alergies Information Availablity Information Availablity

Privacy and
Security

Help

Contact Us

Worklists

# Problem List
»  Care Opportunities
=3 All Previous (17/17)
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Problem Opportunity Disease Link
Diabetes, Type 2 Eye (retina) exam done? Diabetes
. R Its 11 Flu vaccine given? Diabetes Mare Info___
m‘ esults 1- HbAl1c due? Diabetes
Lipid profile due? Diabetes Maore Info...
Print Results 14
Allergies a8
Add
Allergy Agent Date of Onset Reaction Source End Date Comments
=» Dust allergy 09/04/2007 Sneezing Portal Entered Data
=» Allergic reaction to bee sting 10/12/2006 Dizziness Portal Entered Data Stung four times
Print Results 1-2
Medications B
(Add]
Source Drug Name Date Dispensed Dose  Amount Dispensed Prescribing Physician
Claimed Lipitor 20 MG Oral Tablet 06/20/2006 90 GEORGE WASHINGTON
Claimed Diahinese 250 MG Oral Tablet 06/20/2006 100 GEORGE WASHINGTON
Claimed Lipitor 20 MG Oral Tablet 03/15/2006 90 GEORGE WASHINGTONM
Claimed Diabinese 250 MG Oral Tablet 03/15/2006 100 GEORGE WASHINGTOM
Claimed Lipitor 20 MG Oral Tablet 12/20/2005 90 GEORGE WASHINGTOM
Claimed Diahinese 250 MG Oral Tablet 12/20/2005 100 GEORGE WASHINGTON
Claimed Diabinese 260 MG Oral Tablet 06/13/2005 100 GEORGE WASHINGTON
Claimed Lipitar 20 MG Oral Tablet 06/13/20058 90 GEORGE WASHINGTOM

Print
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Drill Down: More Detail as Desired

e e 3 &
8 S fme|(D 9992 JAME SMITH FIBE years 0411311941 | ‘Cllmcal Documents | /| 2| | @ | 12:29 6412
mdgelini.. |y Showing all documerts e P View By | Date | Look Far | | [1* Status | &l v| Clear
@Help &Hume -
Mark selected document as unread [ Reverse Order CBC (Cumulative) Cols |5 ¥
hark all documerts as read 4 4« ¢ Results B MM
DM Search : ;
m Diate | Title i thor Test Description 3 4 5 6 7 Units Ref. Range
arient Searc
= .. Dynamic Patient Summary Order Number 639263 £39349 §39342 639328 §39201
2 _- Medications Dare/Time Collected 2006-04-21 2320000 2005-03-23 00:15:00 2005-03-22 20:15:00 2005-03-22 16:16:00 2005-01-12 09:15:00
. t"“‘ Dare/Time Received 2006-04-21 23.:35:00 2005-03-23 00:25.:00 2005-03-22 20:28:00 2005-03-22 16:30:00 2005-01-12 09.32.00
_Patient Search | 0 Procedures Date/Time Reported ~ 2006-04-2123.50.00 20050323 003500  2005-03-2220.3200  2005-03-22 16.37.00  2005.01-12 05:38:00
ePrescribe 7 Disgnoses Source System TEGH TGH TGH TGH TWH
My fccount [ Laborstory Specimen Source
Patient List | #” Immunizations ] wec 108 85 108 10°L 38108 £
Information [ #° Witals [ rRBC 361 510 528 458 10121 3651
Resources . Alleries ] Hb 142 16.8 16.7 gl 111155
Motice of [ HCT 414 47.6 48.7 % 33-46
InfFormation
Avsilability [ mMcv 829 812 90.1 106.5 87.1 1 20-100
TR [ McH 283 279 317 %5 209 Py 27.0-350
Security [] MCHC 342 344 352 343 343 320-36.0
Help [ ROW 126 125 118 123 11.0-145
My Feedback 1 PLT 262 233 204 304 o 130400 ¥
Contack Ls {4 bbb M

 worklists | Select Al | Deselect Al
Charting method: & Normal © Group Same Unit O Single Ads O Single Series
X Axis: & Time Series O Patient Age
Chart: @ Il O Displayed
chart | Prnt |  Back

L
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Shared Health ePrescribe®

) M= | 999246781 JAME SMITH Fiss years 0441 31 341 || ctinical Documents | /] 2] dtw | @] [ 11:19 10;1?“
Patient: Smith, Jane Gender, 3B: F, 0471 311959 {48%) MRH:4HS 2 The Medical Center
@Help fgyHome Active allergies: etanus, Penicillin (250035T)
. L‘ Active problemis: BACTERIAL INFECTION MEC, DM TYFPE 1O COMP MNT ST UNCNTR Dr. Jones
M Active medications: Celabres *»B D | | X
Patient Search Patient's pharmacy: JAMES RICHARD ADAMS MD, 1234 MAIN ST, CHATTANCOOGA, TH 37412 red . ol Prefibe Log Our
& Patients Reports Settings ; b | Search |
Patiert Search BILEEId e Search My Rx History Search All Meds Wirite Free Form Script |3
ePrescribe
Secure
Messaging MModify Sig | ISend to Assistant I Frint Script | > | rmacy | 2rid ¢ | F TS I Cancel I (=
My Account Medication And Sig= Quantity DAW Refills Days
Patient Lisk > "a  Procaine HCI, POWD, 30 GM Bottle,USE AS DIRECTED. 10.00 O o 10 1
Information - . = : |Drug Name  Status Cost
Resources ¢ @ Penicillin Potassium , 500 MG TABS, CHEW AND SWALLOW 1 TABLET DAILY. 2100 O |2 &0 ; o
Mokice of Pa  Septra, 400-80 MG TABS, TAKE 1 TABLET 2 TIMES DAILY AFTER MEALS [ p ety =
Information o = v 3000 O 1 15 i Hydrate
A ailability © @ Ampicillin, 500 MG CAPS, TAKE 1 CAPLET EVERY 4-6 HOURS DAILY AS MEEDED. sooo [ o 10 ; |[Estazolam =h
pr;”;f_;’;ifynd 3 % Tetracycline HCI, 250 MG CAPS, TAKE 1 CAPSULE DAILY BEF ORE EATING. 3000 O o 20 _I:E:E:m :
3 Fo [}
Help 3 Fa  Trecator, 250 MG TABS, CHEW AND SWALLOW 1 TABLET DAILY. oo O o =0 t |eincrimral @
My Feedback . . 4
Flunisolide , 0.025 % SOLMN, 25 ML Bottle,INSTILL 2 SPRAYS IN EACH NMOSTRIL OMCE DAILY i [Chiorst
Conktack Us < @ 1.00 E] 11 30 ¢ [Fycrate =
orklists Oy @  Amoxicillin, 500 MG CAPS, TAKE 1 CAPSULE TWICE DAILY. oo0 [ s 15 \ |Somnote &
> Pa Mexium, 40 MG CPDR, TAKE 1 CAPSULE ONCE DAILY. sooo [ o &0 | jumeste L=
B L ¢ |Flurazepsm %,
= Fa Ambien, 10 MG TABS, TAKE 1 TABELET AT BEDTIME. 000 [ o =0 =)
© @ Hydrocodone-Acetaminophen , 10-325 MG TABS, TAKE 1 TABLET DAILY IN THE EVENING BEFORE  [jgoo [ o [0 F
DIMMER, B
Page 1 [Z] 3
' Mo drug-specific co-pay
: information avallable.
*Branded drugs are in BOLD
=
L-‘
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Must Have Capability: EPSDT

Pim|¥ 999586583 DOE John wia7 year oav1a/iaro wellChild Forms | & || g |40l 13:42 12720
cpardued !
(Z)Help {apHome
" - Close | Print |
ogou
; . Targeted
N — Program/Task Responsible Date Performed

[a.]

e
Patient Search

ePrescribe

Secure
Messaging

My Account

Patient List

Information
Resources

Mokice of
Information
Awailability

Privacy and
Security

Help

My Feedback

Conkact Us

Worldists

WellChildi2 Year Visit i 121852007 12/20/2007 L ign O Decline

Interval and Developmental History
Gender 7] Age 37 yrs Section () Complete ) Incomplete

Status

Historian Historian Membershipsz5555555
Relationship =

[JUnable ta obtain histary

Previously Documented Medications
Important Mote If prescribing new medications, please use the ePrescribe application entry point.
Recorded Medications
Drug Date Dispensed Dose Amount Dispensed  Prescribing Physician

Weight Okg Weight - oz - 371 ka
e CH s

)bz foz
Head Cire.  ()in, Head Circ. I:I Pleaze select a unit type
Units

om
Length @in. Length _ 53.34 cm
Lend ER

om
Temp Units 5 =¢ Temp. 987 37 08 Ao Temp.

Location
O

SharedHealth &) TENNCARE
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2007 Case Study Results

e Child Wellness Examination - 10.3% increase In services
(‘06 vs. ‘07)

 Emergency Department - 40% fewer services per visit and
21% lower cost per visit

 Electronic Prescribing — 16% shift toward generics

» Electronic Prescribing - $8 less per script

SharedHealth @ TENNCARE
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Opt In vs Opt Out
Enrollee Notification

SharedHealth &) TENNCARE
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Opt In vs Opt Out
Other Considerations

» State Law — Tennessee
« Tennessee law does not require an Opt In vs Opt Out preference
» Federal Law — HIPAA, SAMHSA, GLBA, Medicaid regulations

— CHR purpose falls within definition of Treatment, Payment and Healthcare
Operations (TPO)

— HIPAA does not require an Opt Out per se, but does require right to request
restriction of access & naotification for material change in privacy practices

— SAMHSA - Sensitive code data
— GLBA — Commercial applications, but does not apply to State Medicaid Plans

SharedHealth &) TENNCARE
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Opt In vs Opt Out
Other Considerations

» Notice of use for TPO required by HIPAA (45 CFR 164.520)
— Notice of Privacy Practices
— Separate notice
» Timing
— Advance notice to allow patient to opt out before the go live date
« Mail date 30 days prior to go live

SharedHealth &) TENNCARE
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Developing Notifications

» Development Time Frame — 6 months

» Collectively determine language

— Notice — “plain language” requirement, i.e., 61" grade reading level

— Opt Out Form

— Approval/Denial Letters
» Print Notice

— Total population
» Mail Notice

— Membership extract for mailing labels (not to contain SSN/ID)

A\

30 day waiting period
Process Opt Outs
Go Live Date

V VY

SharedHealth

Transforming Care
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Do you need special help?
+ Call 1-886-311-4287 for fr
+ Sasths “Do You

e
P —

Bumgay oF TEnC are ersisn on copaol atrés
F.O. Box 20047 e pafiol at

Nasmeuie Tewesses 7202

D

City. State, z.p

This letter is not about your TennCare benefits. This lstter is only about
how we'll keep your health facts.

Wz you ale o privacy of v Protaced Hesld noraios (PH. PHIi infranion
Ao ke yousr s and fate o hirhPHI i< alsg infrmarian abant o health kept
130U Bealt Earerecarde. We cal PHI your lealh faces

Qs Octobar 1, 2008, TeenCars will kssp yorr baslth fscts in 2 statawwide alsemenis baslth racard

What's an electronic health record?

B o e e Gt oyt s, e
youz beal ¥ ar doctors’ o e

T i s scoet e i el e Gl s Recend™ by Slared s
These pages tell your 1. Eow 13 s  your do

2_how st will be used m yous fiep
. bow your health tacts wall be kept provate

How cms this electronic health record help me?
0 10 mare than one doctor for your health care. Sometimes it's important for your
docm o km— ot all of the caze you! This slecranic heskh record les your dociors
se= the health stz that are listed in yous healdh sare secord. They woa's beve to wait for prpes
copis. While you s in their office. you doctor can 3

T2 gemng,

e hasalth prehloens i hava and raammant yem'vs
he kinds of medicine you take and
i havets medicine, food, of things ke bes stings or lnex
you aud rous doctoss make bettar chices about your care
cord for your doctars to see them

Doctors can alsa write your prescriptias

and send them right fo your
phanaacy lled ePrescribe zd i

recard.

TN evas Nead 1o report 3 thange? Have question:? Need help? Call
Family Assistance Service Center 1-865-311 6287
We'rs hers ta help you Manday thrasch.

TennCare Opt Out Notice

http://state.tn.us/tenncare/forms/tn246sh.pdf

SharedHealth
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RUEPEEE

e you gut s, doctors cia swe your bealts 2ct
mnc carrt o hem Fodial1d san lrw rogus sl dor
o Beaith 2ne Skarod Hamth will we:

How will my hogith facts be sopt private?
ety paoplaws OX {autherizad ts

D e e s o e L
Sig= a arczise to keop your ealit facts g

- TUio dheis passoword {meary decior

» Foliowsa Sidaral and stts prs

Toes ekl [o.50 CONE L swe Uy
e i

mmnpr::\lmnwh o ar
el o o1 btk i s e, mtluﬂw_tr_‘l.lcmn\w gates e

ChiLdren's et swceris acd Wl
pam——
Deugs rouo allngs to i yous dacte it s =3

i your TauiCare e

‘Wihat kinde ¢ facts ars NOT part of the elscTonic health racora?
Foctscemmn baaeh csins wn't rarzed in ot
123 Bator
our demal casa was givwn in 2 bospial
Y9 e b 2 prascrpy 2y decror dosam L

Treapsand otsar fimm amd chasre (ks 3m XS 2 MBD)
sychothazapy notes

‘Halih facts om provide: nésresaticn with TounCars cr Skored Haalit
Cazayva ot xmmh.amm o ot s o e s

TIOW G0 My 193N T0LS DECOME 3 DT OF IN# SIECHTONIE 93N 15COrTs
ssalth cars, vo i i 10 7

vt ot -l e il

‘bialih record ez froms thess haak

TOMMI w6 Nead to rupest s chasge” Eave queson:? Jaed halp® Call 1
Family Aesletance Service Centar 15663114267
We're hars to baip e Msndsy throagh Friday, 7 am. = 5:30

TH 248EH

Soms baalis facts, ik s
swvenal wesks for othss kindsof baal

st msscrptions, il s added i
facts to be adde

TumaCars will

wnat 4 don'twantmy malmram amrm In this elactranic healtn laclxrl?
3 b per

BUT, yom =
lled optout.

+ b
e e e T

aalth facts and can shara theen a5 allowad by

an &

Toopt oy ik
Sar

Yo cam ali

missg. W ks 2z opt out
Cantar at 1-068«-611-12”' hey can mail tha e
Click on Member; =t tza top.

na;luctpo’ an yorr own papse. Mailieso: TennCurs Privacy
ursan of TonnCars
P.0, Box 200

Tashs

e etk e You g Lol

. Bat, ity ke

mpernnt i you nilk

This it TH 24884

Family dssistzmce Service Cos

Officar + Do you have 1 menssl iflnes:? The TunnCars Partnass Adr
thaz for Sus at 1-800-758-1638,

Wi 0o not allow UnTalr treatment In Tenncars.
alaz.

Remember: you euly aesd to 1l out thapaper o wiite o s i ¥

st 1o opt out.

e

SRS N p—

Te'rs hures belp 7o Menday thrasgh Friday. T .

ow queasians? Nund iodp? Callus, 3
Farmiy Raiatancs Senies Sonber 1-868-511-1287

0

Page -15

chamza® Have qurosisn:? Serd balg? Call 55,
Famnynsu\stan:s Service Centar 1-865-311-4287
s belp you Maadsy shresch Frids,
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TH 210
TennCare Notice o Privacy Practices
Revised, effecive Seplember °. 2008

ard dsclozed.
toarsfully.

5 natice di =z how medical ation abeut you may be
= yau bew you can get accessto this irformation.  Please review

Vaur Temelars is NOT changing. ¥ou don'thavs to éo arpthing.
These papers tll vou how we kesp your healty facts privat. The feders] povernmen talls us we
mast Zve vou these papers.

Theste pagees il you

1. thekinds of health ficts we kave £, what 0 do if you don'twant your health
2. how we shre them i i 1
3. who we shere them wi

Your -iedth Facis are Privaie

1 Health Infornaton (PHI). PEI is any
ou.and o record your heilth ind medical Hswocy. We call this your

igalth facts private. Thisla

Federal law says we meast follow privacy nle: to beep i
or Ap; 1 must alo follow thes prv

nl 1=, 2003, Everyons who works withus and

1. The kinds of heakh facts we have
When yom spplied far Tenndara yout inld ns reain £
apd hew much money )':m makes Weal

bt gom T.iks yoer nama, whare

ore,
"OU take D0 oF have taken bators
1o Iib s

Yo care, B
S m]u\e TennCare and &

dders
Check how TenrCars berefit arebeing ussd. Health fects help us find ivsurince frand.
3. Who can we share your ‘acts with?
= With you. We o

= Otker paoplz imvaly
L0t to share yous §

red - youm care, libe fm ¥ menber ar aregivers. You can ak w
s Wi

Ard we can share your fcts with everyons wl Lo works TemCare like
Heaalth prov.ders like doctors, murses, bospetals, and climes
our health plam or other corpames that hive conmcts wi
Pecple helpng with app rou filea TennCare ypperl 1 appeal may be in person
or over the phonz  Sometima; ot in your appeal hearizz.
Federal staie or local government ageacies providicg ar ches kimz onhealth cire

L6 1

" Paminformacion acerca de TemmCare ea espatiol Uame al 1-856-311-4290.

TeanCire

TennCare Notice of Privacy Practices

http://state.tn.us/tenncare/forms/notice.pdf
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TH 2103
Who else can we share your facts with?
i we cam share health facts with peopl like
, funeral homes, or providers who work 8TV ike orzan transplants.
Medical ressarchers. They mm

|fneu]ce ot the fz
ith everyone.

Sometimes we'll paed your OK in writing befors wa can share your health facts. We'll ask
70U to sizn & paper giving s your OK i we sed it

Can you take back your OK?

Yas. Vou can take back your OK anytime. But you must tell us in writing. W can’t take
back the facts we've already shared

4. What if you don'l want all of your facts shared"
Vo mst 2 i fac
facts you don’t
We'll say OK ifwe can. But we might not szy OK .r; onare
emerzency. Ifwaca v OK, we'll s2nd you 2 lettar that
3 Toul health information Rights

back

rg o de 0. Youmay
;. If we can't give you

why wa

talking to you in oze place puts youin :h:zzr tell us.
= Askusin wnting for a list of who we've shazad your heal
healt 03

cts with. The List will say

5t the times we've shared when you've giver us your O The privacy mles
give other times that won't be on the list. Like when we use health facts:
# 10 help you get health care or
# 1o help with payment for your care or
# 0 TN OUT PrOZrAm of
.

to give to law enforcemsent. They must ask us in writig o keep them off the st

708
Para informacion acerca de TennCare en espaiiol lame al 1-866-311-4230.

Page -16 -
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Requests — ask us in writing

Vour Taquests must be in writng. Be sure v mm]l s what you're asking us to do. Write your

name and TernCare ID mumber or Social 5 Turmber om your letter

Send your letter to:  TenmCare Privacy O
Burazu of TewnCare
P.0. Box 20007
Machwille, TH 37202

Keep acopy of the letter for wour records.

Do you have guestions” Do you need help maki
Call the Famuly Le2 Serwice Lenter at 1-866-311 I'UBF tor free.

Changes in this Notice
TemnCara’s policies and procedures about requests may chanze without potics. We'll uze the
policies and procedures we have m place when you make your request

Federal privacy mules "-I:ﬂ'[e]l’.u’l!'.! TVaCY Praciices ma ge. [f mrportant chang:

made, we'll sand you the chan; e =J‘-\=Ll|zn apply the jugesma]_ﬂvz.
beali T we have. O oy

(Changes in fhis notice
2 new copy of wamt o check for chan;
Members at the top, Or sall the Famaily

Electronic Health Record
Tern(Care uses an elecironsc health rac
Lt o Lonipute:
BUT, only your TennCare p':ude.
The public cam’t see your interme:
The elecironic heal: 2cord Cat show Gactors your Bedlth 203 ke medicines and D 1ts.

od. i 2 allergies or special b neads you have halps them give vou

10 have signed up and have our O K can see your racords.
health

cozd.

gt bateer health care.
iecalila fon ks i this elee towic el seand. This is
opt out that you can chosse. You must ask us
To get ome, call the Family Assistance

BUT, you vau deide nul b show e wedic o
called opt out. There may be differsnt kinds
m writing to gpt out. We ave a page you can
Service Center xt 1-B66-311-4287.
Questions or Complainis

We do zot allow unfiir weaiment in Tennlare. Noane is mexied in a different way because of
race, color, birthplace, languag dizabilsty. Wou will not be punishad if you
complain of ask for help. D Do\ ou thitk yous privack
violated? Do you think you Callthe Family Assistance Service
Center at 1-866-311-4287

Oryou con writs to

TemniCare Privacy Offiicer oR 3. Department of Health and Human Services
Bureau of TenmCate & Jor Civil Rights

2.0 Box 200 Atlane. Fedenal Center, Suite 3 BT0

Nashwille, TR 37202

1-866-311-4287

s
Para informacion acezca de TemnCare en espaniol lame al 1-856-311-4290.
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Opt Out Methodology

> Enrollees information contained in CHR

» System Restriction Prohibits User Access to Opted Out Record
»Opted Out record is identified with a locked symbol
»User cannot open selected record

» Prevents user from adding an opted out patient through the
Add Patient feature

» Complete record is available should the enrollee opt back in

» Complete record would be available IF “break the glass” capability allowed
access to an opted out record in the event of an emergency

SharedHealth @ TENNCARE
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Opt Out Process

SH staff logs inquiry
for tracking

SH receives written

requeast fram
maimbar

Form complete
& accurate”?

SH Staff veriflas

. - imstructions on how
information

1o complate form
coaractly

YES

L 4

SH staff process opt
out request

l

SH staff validates by
performing member
search o confirm opt
out message is in
place

:

SH staff sends |etter to
membier notifying
mamber of effective date
of opt out
5H staff closes inquiry.

I

SH staff sends
monthly report to
payer of individuals
opted out

SharedHealth &) TENNCARE
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Privacy & Security

SharedHealth &) TENNCARE
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Slide 19

Al Administrative, Physical and Technical safeguards are contained in the security rule. I'd like to do a short slide on the Privacy Rule as

well and/or just lay out "administrative simplification” reg. What do you think?
Author, 9/12/2008



Privacy Rule

— Business Associate Agreements

— Minimum necessary standard

— Privacy officer/contact person

— Privacy policies http://state.tn.us/tenncare/leg-policies.html

— Sanctions http://tennessee.govitenncare/forms/hip06004.pdf

— Training

— Administrative, Physical, and Technical
Safeguards (Security Rule)

SharedHealth &) TENNCARE
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Information Security - Core Concepts

 Overall goal: to safeguard the confidentiality, integrity
and availablility of information and systems

—  Confidentiality — ensuring that information and
processing capability are protected from unauthorized
disclosure or use

— Integrity — ensuring that information held on information
systems is not subject to malicious or accidental alteration
and that system processes function correctly and reliably

— Availability — ensuring that information systems, including
stored information and processing capabillity, are always
available to authorized users when needed

SharedHealth &) TENNCARE
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 The five cornerstones of information security

Information Security - Core Concepts

—  Security Polices and Procedures — establishing,
Implementing and maintaining internal policies,
procedures, practices, guidelines and standards

—  Security Architecture — establishing, implementing and
maintaining technical and system applications, hardware
and related technologies to support the secure collection,
storage, use and disclosure of information

— Assessment and Audit — establishing mechanisms to
ensure that security risks are assessed and identified,
appropriate protections are in place

SharedHealth TENNCARE

Transforming Care Page 22



=
Information Security - Core Concepts

 The five cornerstones of information security (cont.)

— Accountability and Oversight — establishing and
assigning security responsibilities and monitoring

compliance with security policies and procedures

— Training and Awareness — ensuring that staff are aware
of the importance of security and empowering staff with

skills needed to conduct their work

ShoredHealth @ TENNCARE
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» Integrating security protocols with physician workflow

System Security Challenges

» Minimum Necessary Standards (Traditional vs Non-Traditional
Staffing)

> Audits

» Penetration Testing/Annual Assessments
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Administrative Safeguards

» Security Management
System Activity Review — User Activity Reports Available
Risk Assessments

» Provider User Agreement
User Agreement Reminder (every 7 days)

» Auditing

Auditing triggers (i.e. geographic, specialty, high user volume, and high
patient volume)

Patient Provider Relationship declarations
» Information Access Management
Two tiered authentication process
Role based access
» Business Continuity Plan
» Incident Response Team
» On-site training and Support
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Physical Safeguards

» Business Center
Facility access controls include picture ID
Visitor log

Network & computing facilities require picture ID as well as biometric scans
» Data Center

Hosted by IBM

Facility access controls include biometric devices

Data backups maintained in offsite storage facility in locked containers

» Security Controls at Business and Data Centers

Managed Security Services — Provides 24x7 monitoring of all security events across
the enterprise (final vendor selection now, will be implemented within 60 days)

Network Intrusion Detection — Network monitoring for suspicious traffic
Network Intrusion Prevention — Inline inspection system that blocks network attacks

Host Intrusion Detection — Security software on each server that blocks and alerts
upon intrusions

Vulnerability Assessments — Monthly baseline checks on servers and weekly
network scanning to identify configuration changes

Logging and Alerting— All network and system logs are maintained for 7 years
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Technical Safeguards

» Access Controls

Two-tiered registration and authentication process

Role based access (varying access to PHI depending on job functions)

New users defaulted to lowest level of access (clerical)

User IDs without documented CHR activity deactivated

Limited number of possible matches per search (5)

SSN masking

Automatic log off after inactivity

128 bit encryption

Patient Provider Relationship determined prior to granting access to patient chart
» Sensitive Codes Restricted

AIDS/HIV

Alcohol & Drug related

Family Planning (Under 21 years of age)

Genetic Testing

STDs treated by Health Department

» Member “Opt Out” Available
ShoredHealth @ TENNCARE
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User Registration

Clinician Registration — NPl based authentication
Step 1: Enter Your National Provider Identifier (NPI)
If support staff, enter the NPI of your supervising clinician
Step 2: Complete Your Account Information
Step 3: Accept the Terms and Conditions of Use
Step 4: NPl Associations

Each NPI (facility or provider) will have a designated Entity
Authority (EA). The EA will be responsible for managing and
authorizing access for all of the users of the Shared Health

application for that NPI.
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User Registration

Entity Authority (EA)

»EA must have the PIN which is mailed to the address on file in the
NPI database

»EA must execute an Entity Authority Agreement

»EA will determine whether the NPI is authorized to “add patients” to
the system for ePrescribing purposes

»EA will approve appropriate level of user access
»User must request access to an NPI on registration

»User Management Tool allows EA to approve and/or remove a users
association to their NPI

SharedHealth &) TENNCARE
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User Registration

»User Approved by EA
»User only has access to patient demographics

»Finalize User Access
»Role Based Access
» Clinical Outreach Team Onsite

»EA approves role assignments

»Role Upgrade Complete
»Details on Roles to Follow

»User begins accessing CHR

SharedHealth &) TENNCARE
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Role Based Access

Primary Roles A clinical user is required to have one and only one of the following
roles:

Physician, Non-Physician Practitioner, Clinical Staff
» Access to all CHR data (which includes claims and clinical data, lab data,
medications, immunizations, allergies, vitals, individual analytics and registries)
«Can update encounter data and clinical data

Pharmacist
*Access to all CHR data, except for individual analytics
«Can update only medications, allergies and patient/practice lists in the CHR

Medical Records
*Access to all CHR data, except for individual analytics
«Can update only patient/practice lists in the CHR

Medical View Only
*Access to the same information as Medical Records, but not permitted to update
any part of the CHR

Non-Clinical Staff
*Access only to patient demographics, patient lists and benefit limits
«Can update only patient/practice lists in the CHR

Director
*No access to the CHR
*Read-only access to Shared Health analysis tools

SharedHealth TENNCARE
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Role Based Access

Secondary Roles: A clinical user can have one or more of these optional roles:

» Prescribing Roles:
»Prescribe: Can write scripts without supervision under their own DEA number.
Restricted to those with a Physician primary role.

»Unsupervised PA (Physician’s Assistant): Can write scripts without supervision
under a supervising physician’s DEA number. The PA's name will appear on the
script.

»Unsupervised PA: Can write scripts without supervision under a supervising
physician’s DEA number. The physician’s name will appear on the script along with
the PA's name.

»Prescribe on Behalf Of: Can write scripts without supervision under a physician’
name and DEA number, but cannot resolve DUR issues if they occur.

»Patient Prep: Can view and prep patients for scripts.

»Add A Patient
Can add patients to the CHR that are not currently in the Shared Health member
base

»Practice View:

Can see practice-wide lists, reports and analytics

»Entity Authority:

Oversees the use of Shared Health at a practice and grants access to users at their
practice

SharedHealth &) TENNCARE
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Employing Bl to Drive Adoption with
Clinical Decision Support (CDS)
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Bl Rationally Summarizing Data:

Automated Problem List
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BI Providing EBM Guidance:
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Disease Description Link

CAD Tobacco avoidance More Info. .
CAD LDL-C screening performed Mare Info...
CAD Statin medication Mare Info...
CAD Lipid profile or component testing (total cholesterol, LDL-C, HDL-C, triglycerides) Mare Info...
CAD Drug therapy for lowering LDL Cholesteral Mare Info...
COPD Tobacco avoidance Mare Info...
COPD Inhaled bronchodilator therapy Mare Info...
COFD Pneumococcal assessment and/or immunization More Info...
COPD Influenza immunization ordered. received or recommended Mare Info...
Diabetes Plus CAD: Statin therapy More Info. .
Diabetes Plus Hypertension: ACE-l, ARB, beta-blocker, diuretic, calcium channel blocker Mare Info...
Diabetes Hemoglobin Alc (HbAlc) testing Mare Info...
Diabetes LDL-C screening performed Mare Info...
Diabetes Eye exam (retinal) performed Mare Info...
Diabetes Medical attention for nephropathy: screening or evidence of nephropathy Mare Info...
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Managing an Encounter with Condition
TraC kerTM (In Development)

Condition Tracker - Steve Waugh Keyboard Mode Vm

Condition Tracker for Steve Waugh
SSN: 999246778 DOB: 4/10/1965

The Condition Tracker Matrix displays all known data ikems for the selected Clinical Conditions, To insert data, left-cick on an
empty cell, To view source information, Aght-click on a data item.

Values significantly exceeding Target are highlighted red. Measures missing expected values are indicated by a i,

Date Slider:
v
Date Performed =

el Target I -ie T 1ojzeioe | 12/1/06 | 11307 | 32607 | 45007

Height a2 g2 a2 g2" a2

Weight 150 153 155 165

BMI 18.5-24.9 19,26 19.64 19,90 21,18

Pulse 80 125 L] [ais]

Blood Pressure 130,75 123j79 115j86 140480

Resp 20 20 18

HbA1C 7.00% | Out-range In-range

Total Chol. = 200 180
1 [HDL-C 40-59
I [LDL-C <129
1y |Microalbuminuria
! [Foot Exam
!, |Dilated Retina Exam Done

Conditions: Diabetes {System Identified)
}iypertension (Syste Identified) .
dgmiﬁed) | Prirter Friendly View
[] Asthma
[JcHD
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Managing a Population with Clinical
Insight™ (In Development)

i~ Mew Subscription ¥
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SharedHealth:
Transforming Cane
Scoresheet Owner: Tammy Rodriguez, M.D.
About this scoresheet
This scoresheet can be used to manage patient care at the population level and project scores for performance-based guality initiatives.
Patients are given a score based upon datapoints that can be confirmed or observed by data in the Shared Health xChange.
Messures are derived from Evidence Based Medicine (EBM) guidelines, based upon the Problems identified for each patient.
Average Score
Average score for 50 patients = 44.3 %
44,3 %
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Measure Score
Cervical Cancer Screen 47.4 %
Colorectal Cancer Screen 46.0 %
Diabetic Foot Exam 42.9 %
Dilated Retina Exam 1.4 %
HbAlc 57.1 %
Mammography Screen 44.7 %
MNephropathy 28.6 %
“
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Clinical Insightm™

(In Development)

i New Subscription ¥
Patient Fanel Measure Set |Paver1 P4F vl
4 4 l:l of 1 [kl | 100% V| | |Find | Next | Select a format | Export @ = o
4’
Average Score

Average score for 50 patients = 42.4 %

42.4 %

0% 20 %o 40 % 60 % 80 % 100 %

Measure View

Measure Score
Cervical Cancer Screen 44.7 % £
Colorectal Cancer Screen 44.0 %
Diabetic Foot Exam 42.9 %
Dilated Retina Exam 57.1 %
B HbAlc 42,9 %
Observed (4)
Bl Mot Observed (9)
Hobbs, Audrey Add Dats
Pillar, Amber Add Data
Markland, Shawn Add Data
Frey, Samuel Add Data
Kear, Aronna Add Data
Hubey, Gayle Add Data
Rich, Susan Add Data
Colling, Christine Add Data
Somirs, Thomas Add Data
Mammography Screen 44.7 % 2
Dorne % Lacal intranet H 100% v
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The Key Goal: Engaging the Doctor - Patient

> PHYSICIAN

(with or without EHR)

SharedHealth

Transforming Care

Relationship in Active Disease Management

CLINICAL REPOSITORY
(WITH ANALYTICS ENGINE)

e Core Clinical Data
 Problem Lists
 Evidence-Based Medicine Order Sets
« Patient and Population Analysis
 End-User Tools

The “Active” Disease Management Model

Physician Portal: Patient Portal:
DM * DM

* EHR  Personal Health
* CDS Record (PHR)

* Registries * Transparency
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uestions

Brent Antony, Chief Information Officer

Brent. Antony@state.tn.us
(615) 507-6339

Regina V. Shepherd, Esq., Assistant General Counsel &

Privacy Officer

Regina.Shepherd@state.tnh.us
(615) 507-6855

Bruce H. Taffel, MD, Chief Medical Officer

Bruce.Taffel@sharedhealth.com
(423) 535-2907

Jennifer Adams, JD, Compliance Privacy & Security Officer

Jennifer. Adams@sharedhealth.com
(423) 535-2998
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