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Fraud and Abuse, or “Manipulating the Rules”  

In a study published by the 
Journal of the American Medical 
Association, 54% of physicians 
reported "using deception of 
third-party payers to obtain 
needed benefits" more often 
"now" (in 1998) than 5 years 
before.” 

JAMA. 2000;283:1881-1884 



The Evolution of Controls & Detection Methods 
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Orientation to Fraud Operations 

Generally used to address state by state regulatory requirements. Focus usually 
limited to fraud. Regulatory Affairs 

Pursues for recovery inappropriately paid claims due to issues of fraud, waste and 
abuse on a contingency pricing model 

To be cost efficient, recoveries generally consist of several claims linked together 
by a unique provider 

Large recovery frequency is generally spiky due to the long recovery cycle 

Retrospective 

Prepayment investigation of suspicious claim transactions 

Uses review of medical records to recommend payment or denial of claims to 
payers 

Generally uses a contingency based pricing methodology to drive revenue 

Prospective 

Identification of 
overpa
yment as a result of fraud, waste and abuse primarily using data analytic techniques 

Uses paid claim data to 
c
raft prepayment detection methodologies (Provider centric, claim centric, Predictive) 

Occasionally 
so
ld as stand alone service, mainly supports contingency based prospective programs 

Analytics and 
Identification 

Role in Payment Accuracy  Key Component 



Payment Intervention Review 
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Integrated Fraud & Abuse 

PRE-PAYMENT 

INVESTIGATION  

(Prospective)  

  Identifying and 
investigating 
suspect claims prior 
to payment 

PREVENTION 
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Ne
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ork Management information 
TIPS 
hot
line (referrals and validation) 

RETROSPECTIVE 
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Pre-Adjudication Post-Adjudication Claim Payment 

Compliance with Government Regulatory Requirements 



Integrated Fraud & Abuse Detection Strategy 

  CLAIM–CENTRIC 
Applied to all claims as 

submitted, Dynamic rules 
used to spot individual 

claims linked to suspect 
behavior 

   PROVIDER-
CENTRIC 

Based on peer-to-peer 
comparison of historical 

data, individual providers 
are selected for 

prepayment investigation 

    PREDICTIVE 
MODELING 

Advanced learning models 
that score individual claims 
before payment and reflect 

mathematical probability  
of fraud 



Fraud and Abuse Approach 

Fraud & Abuse Detection Approaches 

Provider Centric 

– Peer Analysis 

– Utilization 

Claim Centric 
– Rules 

– Complex edits 

Member Centric 
– Link analysis 



Types of Variables 

Provider: Peer clusters 
based on applied 
specialties.  Count, 
average, compare to 
peers on multiple 
variables including: 

– Modifier usage 

– Unbundling 

– Upcoding 

Patient: Peer clusters 
based on age, location 
and gender. Count, 
average and compare 
peers based on multiple 
variables including: 

Distance patient 
traveled for a particular 
procedure   

Patient unbundling 

Claim (Procedure v. Diagnosis) 

Score the probability of a 
proce
dure given a particular diagnosis   



Outliers 

Peer groups 

Trend 

Acceleration 

Network analysis 

Distance 

Upcoding 

Under-utilization Optimal utilization Overutilization Abusive billing practices Fraud 

Spectrum of medical billing 

All components of this spectrum benefit from 
analysis using these tools and techniques 

Modifiers 

Multiple service categories 

Common practices 

Disease vs provider behaviors 

Game theory and behaviors 

Contract issues 

Regulatory issues 

Medically unnecessary 



Professional services 

Injectables/infusions 

Home health 

DME 

Retail pharmacy 

Inpatient 

Outpatient 

All dimensions of utilization within all claim types 
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Fraud detection: development sources 

Business-based “tips” as 
the initiating event: 

Network 

– Financially-based finding 

– Claim-based aberrancy 

Medical management 

– Utilization aberrancy 

– Quality / outcome aberrancy 

Member sources 

Provider community 

– Ex-partners or ex-spouses 

– Competitors 

– Consultant / SMEs 

Industry sources 

– NHCAA 

– Regulatory agencies 

• Federal  

• State  

– Professional networking 

Idea Evolution  

– Refinement of a current detection 
mechanism 

– Enhance or adjust scope re product, 
customer, provider, service, or claim type 

– Increase selectivity for higher accuracy 
• Dollar, provider, or claim-based criteria 

– Increase sensitivity for higher yield 
• Dollar, provider, or claim-based criteria 

– Decrease sensitivity to reduce false-positive 
rate 



Types of Fraud and Abuse Detection 

- It is estimated that somewhere between 3% and 7% of healthcare 
claims are inaccurately paid in a continuum that ranges from 
mistakes to intentional fraud. 

– Mistakes 

– Unbundling 

– Upcoding 

– Masking 

– Duplication of Services 

– Services not Rendered 

– Inappropriate Solicitation 

– Inappropriate billing by mid-level practitioners 

– Unnecessary service 

– Nonexistent Healthcare Providers and Fraud Networks 



The Challenge of Provider Targeting  

In a study published by the 
Journal of the American Medical 
Association, 54% of physicians 
reported "using deception of 
third-party payers to obtain 
needed benefits" more often 
"now" (in 1998) than 5 years 
before.” 

JAMA. 2000;283:1881-1884 

So why don’t PI units target or 
flag 54% of providers for claim 
review? 



The Challenge of Provider Targeting 

We cannot target 54% of providers for claim review 
– Aside from the most egregious providers,  the 

majority of submitted claims are “normal” and should 
be paid 

– An Ingenix study found incremental, actionable, 
suspect claims that represent 0.19% of the claim 
volume that impacted 0.71% of the paid dollars (~
$321M / yr).  

– However these claims span over 3,000 providers in 
any given month.  

Beyond provider-centric cases (i.e. worst of the 
worst) incremental savings exist in the population of 
providers that are only “periodically” responsible for 
fraud, waste and abuse 

– The only way to effectively address these claims is 
with a highly accurate and selective detection 
strategy that exhibits minimal false positives.  



Provider Centric Patterns 
Example: Modifier Utilization 

Background 
– Modifiers used to describe services, split procedures for payment 

purposes, provide additional information on a claim 

– Focus on Modifiers that are used to increase payment on a claim 

Variables 
– Peer group modifier utilization 

– Provider specific utilization 

– Variance metrics utilized to flag outliers for further review 



Provider Centric Patterns 
Example: Unlikely Procedures 

Background 
– Fraudulent activity is often found via review of 

unusual procedure 
code
s submitted by a provider (or phantom for that matter) 

– Such providers may be billing for experimental or 
unproven procedures, or misrepresenting the 
procedures 
p
erformed in order to obtain additional reimbursement 

Variables 
– Peer group utilization of procedure code 

– Provider utilization of procedure code 

– Vari
a
n
ce metrics (including z scores) to measure aberrancy 



Provider Centric Patterns 
Example: Upcoding 

Background 
– Upcoding occurs when: 

• there are 
tw
o or more options for the same procedure that vary depending on   

– The severity of the patient’s condition,  

– The amount or size of the work to be done, or  

– The number of steps to the procedure,  
– Where a 

prov
ider bills a higher level when a lower level of service was received.  

Variables 
– Dozens of upcoding code sets are reviewed in detection 

– Peer group coding distributions 

– Provider coding distribution 

– Estimated overpayment 

– Degree of aberrancy (Z score) 



Provider Centric Patterns 
Example: Follow-up Visit Upcoding 

Claims are not chosen at random for pre-payment review. Each claim is  selected based 
on specific characteristics, including the physician’s billing patterns as compared to 
peers who bill for similar services.  

Why was this particular therapist selected for chart review of a follow-up visit > 60  
minutes? 

Peer group of therapists: 8% 
usage of longest visit code 

This therapist uses the longest visit 
code for 61% of sessions 

N=11,101 N= 41 



Member Centric Patterns 
Example: Procedure Distance 

Background 

– Typically patients will travel 
relati
v
ely small distances to have routine procedures done. 

– Greater variability 
possi
ble for rural areas or for more specialized procedures 

Variables 

– Distance a patient travels for a particular procedure 

– Aver
ag
e
 distance for that procedure with patient’s peer group 

– Variance metrics (Comparison to patient peer group) 



Member Centric Patterns 
Example: Member Link Analysis 

Background 

Members identified in a specific fraud scheme were 
receiving kickbacks from fraudulent providers 

– A significant number of providers (and phantoms) were part 
of the same scheme 

Additional providers were found to be participating in the 
same (or similar) scheme by following members to other 
providers 

– Other providers were sharing same patients 

Variables 

Providers known to be participating in scheme 

Members seeing those providers 

Shared patient volume 



Claim Scoring 

Claims are scored at the 
claim level and by claim 
line 

Each claim line score is 
a complex computation 
involving both a 
compression score and 
an average score 

The overall score is very 
effective at identifying 
suspect claims 



- Peer Group Comparisons - rollup tables of known risk factors.  
Healthcare providers are then compared to the group norms. 

- Scoring Engines - Principle Components Analysis (PCA) can 
be used to find the common sources of variation and then an 
individual healthcare provider can be compared against this 
feature vector. 

Outlier Detection 



Cluster Analysis:  A Case Study 



Multiple, multiple dimensions 



Cluster Analysis:  A Case Study 

Office 

Inpatient 



Questions? 

Simon.Rosenstein@Ingenix.com 


